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DESCRIPTION OF TODAY’S SESSION

m, 12 —— - Gonfidentialiy in school psychology
N, practice reflects a complex intersection of
ﬂ geatuet LT LEE \ multiple federal statutes, state

occupational licensure requirements, and
ethical demands. School psychologists
oftentimes have to navigate these

= ( \P‘“ON challenging expectations while also
DE simultaneously navigating multiple
. §

»
+ Attendees will learn about salient areas of

confidentiality across IDEIA, HIPAA, FERPA,

& Ohio’s Operating Standards, and how these
and many more influence our roles and

shyeterstock ey function.
LU R Training - F
Wednesday, November 6, 2024
5:00pm - 7:00pm | 2.00 Hours Contact Time in Ethics

LEARNING OBJECTIVES

- 1 Attendees willidentity atleast 10 cardinal features
_ - |NGS of applicable federal confidentialty statutes and
< ANSWERS FIND! their nexus to Ohio practice laws and school
ANSY psychology ethics.
HRSONS RESULTS > 2. Participants will contrast divergent expectations of

confidentiality within FERPA and HIPAA when
collaborating between educational and

@y
@LUTIONS' OUTCOMES» medical/behavioral health settings.

3 Leamers will establish a basic confidentiality
packet of relevant forms for daily practice.

Participants will maintain a composite list of
confidential guidance documents from definitive
sources to support daily practice

ining - Fall 2024

Tral
Wednesday, November 6, 2024
:00pm | 2

Ohio School

TODAY'S TRAINING
RGENDA

1. Ethical Principals & Standards
I APA

2 N
3. Ethical Problem Solving Sequence

Statutory Obligations:
FERPA

IDEIA

State Board of Psychology

State Board of Education: Professional
Conduct

Ohio Operating Standards

6. OhioSB29

3. Your Local Board of Education Adopted Policies

4. Handling Sensitive Information & Gossip

5. Wrapping Up & Questions/Answers

(]
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Hours)

=“Ethics training is not over
when a degree or license is
granted’’ s s s oos o

‘Ohio School

~ PROFESSIONAL ETHICAL
K%IIKNCIPRLS & STANDARDS:

Shhh...It’s Not That Secret

‘Ohio School

mmmmmmmmmmmmmmmmmmmm

APR ETHICAL PRINCIPLES OF PSYCHOLOGISTS & CODE OF CONDUCT
(2003, 2010, 2016 AMENDMENTS)

= Components
+ Introduction

* Preamble

jhts & Dignity

- Specific Ethical Standards
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CONFIDENTIALITY IN APA CODE OF
CONDUCT — GENERAL PRINCIPLES

- = Psychologists respect the dignity

\E ¢ S E c | and worth of all people, and the
. P . » < rights of individuals to privacy,

5 confidentiality, and self-
n B 'l . ﬂ - determination.

10

CONFLICTS W/LAW, REGULATIONS, OTHER
GOVERNING LEGAL AUTHORITY

= 1.02

« If psy ists” ethical r ibilities conflict with
law, regulations, or other governing legal authority,
psychologists clarify the nature of the conflict, make
known their commitment to the Ethics Code, and
take reasonable steps to resolve the conflict
consistent with the General Principles and Ethical
Standards of the Ethics Code. Under no
circumstances may this standard be used to justify
or defend violating human rights.

o

11

ORGANIZATIONAL
\ DEMANDS

' CONFLICTS W/ETHICS &

9 1.0
If the demands of an organization with
J which psychologists are affiliated or for
-

whom they are working are in conflict with
this Ethics Code, psychologists clarify the

nature of the conflict, make known their
commitment to the Ethics Code, and take
reasonable steps to resolve the conflict
consistent with the General Principles and
Ethical Standards of the Ethics Code. Under
no circumstances may this standard be
used to justify or defend violating human
rights.

12
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INFORMAL RESOLUTION OF
ETHICAL VIOLATIONS

* 1.04 Informal Resolution of Ethical
Violations

When psychologists believe that there may have
been an ethical violation by another psychologist,
they attempt to resolve the issue by bringing it
to the attention of that individual, if an informal
resolution appears appropriate and the
intervention does not violate any confidentiality
rights that may be involved.

-}

13

CONFIDENTIALITY IN APR CODE OF
CONDUCT — HUMEAN RELATIONS

+ 3,05 Multiple Relations

* When peychalogists are required by la, institutionsl policy, o

extraordinary circumstan Serve In'more than o role in judicial or
Saministrative pmceedmgs at the outset they clarfy role expectations
and the extent of and thereater as

also Standards .04, Auoiding Harm , and Third-Party R
2 5

+ 3.07 Third-Party Requests for Services

+ When psychologists agree to provide services to a person or entity at
the request of a third party, psychologlsts atempt to clarfy st the
outset of the service the nature of the relationship with allindviduals or
organizations involved. This Carification Includes the role of e

g., therapist, consultant,
Withess), an Genification of who i the cllent, the propable uses of the
services provided or the information obtained) and the fact that there
may be imits to confidentiaity. (See also Standards 705 1/
25T, Gnd 4.02, Discussing the Limits of Confidertiaity.)

14

* 3.10 (¢)

+ When psychological services are court ordered
or otherwise mandated, psychologists inform
the individual of the nature of the anticipated
services, including whether the services are
court ordered or mandated and any limits of
confidentiality, before proceeding.

CONFIDENTIALITY 311

. Psychol ts dell t
IN APK CODE OF houan orammisations proside misrmation
o beforehand to clients and when appropriate
CONDUCT 2 those directly affected by the services about

(1) the nature and objectives of the services,
HUMAN RELATIONS (2) the intended recipients, (3) which of the
individuals are clients, (4) the relationship the
psychologist will have'with each

the organization, (5) the probable uses of
services provided and information obtained,
(6) who will have access to the information,
and (7) limits of confidentiality. As soon as
feasible, they provide information about the
results and conclusions of such services to
appropriate persons.

15

ER Merkle, PhD, EdS, NCSP 5


https://www.apa.org/ethics/code#304
https://www.apa.org/ethics/code#307
https://www.apa.org/ethics/code#307
https://www.apa.org/ethics/code#305
https://www.apa.org/ethics/code#305

OSPA Ethics: Shh...It's Not THAT Secret (2.00

Hours)

16

17

18

CONFIDENTIALITY IN APR CODE OF
CONDUCT — PRIVACY & CONFIDENTIALITY

- 4.01
+ Psychologists have a primary obligation and take reasonable precautions to protect
confidential information obtained through or stored in any medium, recognizing that
the extent and limits of confidentiality may be regulated by law or estabiished by
mstitutional rules or'professional or scientiic relationship. (See also Standard 2.05
clegation of Work to Others

- 4.02
+"(3) Psychologists discuss with persons (including, to the extent feasible, persons who
are ledaly intapable of giving Informed consent nd their fegal repreceritatives) and
Grganizations with whom they establish a scientific or professional relationship (1) the
refévant limits of confidentiality ang (2) the foreseeable uses of the information
gencrated Through their psychtiogical activities. (See aiso Standard .71 1110/ ned
+ (b) Unless it is not feasible or is contraindicated, the discussion of confidentiality
octurs 5t the oUtset of the relationsnip and thereafter as new circumstances may
warrant.
- {©) Psychologists who offer services, products, or information via electronic
ransmission inform clients/patients’ of the risks to privacy and limits of confidentiality.

CONFIDENTIALITY IN APA CODE OF
CONDUCT — PRIVACY & CONFIDENTIALITY

- 4.04 (b)
+ (b) Psychologists discuss confidential information obtained in their work only for
appropriate scientific or professional purposes and only with persons clearly
concerned with such matters.

= 4.05 Disclosures
+ (a) Psychologists may disclose confidential information with the appropriate consent
of the organizational client, the individual client/patient, or another legally authorized
person on behalf of the client/patient unless prohibited by law.
= (b) Psychologists disclose confidential information without the consent of the
individual only as mandated by law, or where permitted by law for a valid purpose
such as to 31) provide needed proféssional services; (2) obtain appropriate
rofessional consultations; (3) protect the client/patient, psychologist, or others from
arm; or (4) obtain payment for services from a client/patient, in which instance
disclosure is limited to the minimum that is necessary to achieve the purpose. (See
also Standard 6.04e, Fees and Financial Arrangements .)

CONFIDENTIALITY IN APR CODE OF
CONDUCT — PRIVACY & CONFIDENTIALITY

+ 4.06 Consultations
+ When consulting with colleagues, (1) psychologists do not disclose confidential

information that reasonably could lead to the identification of a client/patient,
research participant, or other person or organization with whom they have a
confidential relationship unless they have obtained the prior consent of the person or
organization or the disclosure cannot be avoided, and (2) they disclose information
only to the extent necessary to achieve the purposes of the consultation. (See also
Standard 4.01, Maintaining Confidentiality .)

= 4.07 Use of Confidential Information for Didactic or Other Purposes
- Psychologists do not disclose in their writings, lectures, or other public media,
confidential, personally identifiable information concerning their clients/patients,
students, research participants, organizational ciients, or other recipients of their
services that they obtained during the course of their work, unless (1) they take
reasonable steps to disguise the person or organization, (2) the person or
organization has consented in writing, or (3) there is legal authorization for doing so.

ER Merkle, PhD, EdS, NCSP
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CONFIDENTIALITY IN APR CODE OF
CONDUCT — RECORD KEL'PING & FEES

* 6.02 Maintenance, Dissemjination, and Di: of Confi
of Professional and Scientific Work

(a) Psychologists maintain confidentiality in creating, storing, accessing
cransferrm% and djsposing of records under thelr control, whether these are
writt mated or inany th dlum (See also iandards 4.01

Maintaining C y u; Ptation of Bre

al anc

éntia a
d Mai Wteﬂur ce 0 T Re

Si ific Work a

. (b{ If confidential information concerning recipients of psychological services is

entered into databases or systems of records available to persons whose
ccess has not b en consented to by the reclplentr psychologists use codlng or
i

acce not e el
other techniques to avoid the inclusion of personal identifiers.

(c) Psychologists make plans in advance to facilitate the, approprlate transfer
and to protect the confldentlallty of records and data in the nt of

Psycho ogists’ W\thdrawa\ from pos\tlons or practice, gSee aI 0 Standards 3.12
nterruption of Psychc € s , and 10.09, Interruption of Therapy .)

CONFIDENTIALITY IN APA CODE OF
CONDUCT — RESEARCH & PUBLICATION

= 8.02 Informed Consent to Research
= (a) When obtaining informed consent as required in Standard 3.10, Informed

Consent, psychologists inform participants about (1) the purpose of the research,
expected duration, and procedures; (2) their right to decline to participate and to
withdraw from the research once participation has begun; (3) the foreseeable
consequences of declining or withdrawing; (4) reasonably foreseeable factors
that may be expected to influence their willingness to participate such as
potential risks, discomfort, or adverse effects; (5) any prospective research
benefits; (6) limits of confidentiality; (7) incentives for participation; and (8)
whom to contact for questions about the research and research participants'
rights. They provide opportunity for the prospective participants to ask questions
and receive answers. (See also Standards 3, Informed Consent for Recording
Voices and Images in Res ensing with Informed Consent fo

arch ; and 8.07, )

CONFIDENTIALITY IN APR CODE OF
CONDUCT — RESEARCH & PUBLICATION

+ 8.05 Dispensing with Informed Consent for Research

+ Psychologists may, mspenss yith informed consent anly (1) §re research would not reasonably be assumed to
créate distress o har and involves (a) the stud rrmial educational practices, curricula, or classroom
management methods conducted in edycafio 5l deftings. (B) cnly anonyious quetionnairde, naturalisti
observations, af archival rescarch for which isclosure Of rt ouid'n

e therr fnancial standing, employabiity, or reputation, ar:jdconﬂdervt\ah(y i

ucted in

Ehminal or civ abit
profected; or Mthe Xy or turs el o iR et enets con roagationa
EetiRgeTerhiich e o o Sricipan emp\oy‘% 115, Snd conidentianty 5 protected of (2) w

Sthenuise permitted by law or s Spaidaten regdiation

 £.14 Research Data for Verification
+ (@) After research results are published, psychologists do not withhold the data on which thelr conclusionsare
ased from other competent professioniafs Who scBk to verly the substartive claims through reanalysis and who
intend fo Use.Such data only for that purpose, provided that the confidentiality of the participants can
protected and unless legal fights conterniing proprietary data preciude their rélease.

- 8.15 Reviewers
-+ Psychologists who review material submitted for presentation, publication, grant, or research proposal review
T SRR A L S N S R R it

ER Merkle, PhD, EdS, NCSP

Fall 2024



https://www.apa.org/ethics/code?item=7#401
https://www.apa.org/ethics/code?item=7#401
https://www.apa.org/ethics/code#601
https://www.apa.org/ethics/code#601
https://www.apa.org/ethics/code?item=6#312
https://www.apa.org/ethics/code?item=6#312
https://www.apa.org/ethics/code?item=13#1009
https://www.apa.org/ethics/code#803
https://www.apa.org/ethics/code#803
https://www.apa.org/ethics/code#805
https://www.apa.org/ethics/code#805
https://www.apa.org/ethics/code#807

OSPA Ethics: Shh

Hours)

22

23

24

.It's Not THAT Secret (2.00

CONFIDENTIALITY IN APR CODE OF
CONDUCT — ASSESSMENT

= 9.03 Informed Consent in Assessments
- ...(®)Informed consent includes an explanation of the nature and purpose of the
assessment, fees, involvement of third parties, and limits of confidentiality and
sufficient opportunity for the client/patient to ask questions and receive answers.

» (C) Psychologists using the services of an interpreter obtain informed consent from
the client/patient to use that interpreter, ensure that confidentiality of test results and
test security are maintained, and include in their recommendations, reports,

diagnostic or evaluative statements, including forensic testimony, discussion o any
limitations on the data obtained.

= 9.04 Release of Test Data
» Psychologists may refrain from releasing test data to protect a chent/patlent or others
from substantial harm or misuse or misrepresentation of the data or the
recognizing that in many instances release of confidential information under these
circumstances is regulated by law.

CONFIDENTIALITY IN APA CODE OF
CONDUCT — THERAPY

= 10.01 Informed Consent to Therapy
(a) When obtaining informed consent to therapy as required in
Standard 3.10, Inforn nt , psychologists inform clients/patients as
early as is feasible in the tt erapeutlc relationship about the nature and
anticipated course of therapy, fees, involvement of third parties, and limits
of confidentiality and provide sufflclent opportunity for the client/patient to
ask questions and receive answers.

= 10.03 Group Therapy
When psychologists provide services to several persons in a group setting,
they describe at the outset the roles and responsibilities of all parties and
the limits of confidentiality.

PROFESSIONAL ETHICAL

PRINCIPALS & STANDARDS:

NASP

Shhh...It's Not That Secret

Training - F
Wednesday, November 6, 2024
:00pm | 2.
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NASP PROFESSIONAL ETHICS OVERVIEW
-]
25
F NASP
=N\  PRACTICE
\E)7) MODEL
26

~DOMAIN 10; |
LEGAL, ETHICAL, |reeseymsersus
o END e
PROFESSIONHL ; responsible record keeping.
- PRACTICE - |

ss, evaluate, and use

nd y in ways that
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ORGANIZATIONAL ‘ ,
PRINCIPLE 3: REIY-iripsl el /pneca
| materials, sufficient office and work space,
 PHYSICAL, Errbeprotg
: 1 & i elivery of ef fective services and ensure
PERSUNNEL’ BND intervention ;:;ate_riaLs. acacI:ss to pr_ivate and
FISCAL SUPPORT St et
SYSTEMS .

PRINCIPLE 4: PROFESSIONAL
COMMUNICATION

+ School systems ensure that staff members have access to the
technology necessary to perform their jobs adequately and to
‘maintain appropriate and confidential communication with students,
families, and service providers within and outside the system.

- a4
“ The school system's policy on student records is consistent with state
and federal laws and regulations and ensures the protection of the

i tudents and th P
are part of the student's record, the school system ensures that test
security is protected and copyright restrictions are observed.
Release of records and protocols is consistent with state and federal
regulations. The policy on student records includes procedures for
‘maintaining student confidentiality and privacy in the use of
electronic communications.

(-}

29

PRINCIPLES FOR PROFESSIONAL ETHICS

Respecting dignity and rights of all persons

Professional competence & responsibility

Honesty & integrity in professional relationships

Responsibility to schools, families, communities, the profession, and society

30
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STANDARD 1.1.3 SEEKING INFORMED
CONSENT

= School p: ists ensure that an indivi iding consent for school
psychologlcal services is (ully informed about the nature and scope of services
offered, intervention goals and risks, the
cost of services to the parent or student (if any), and the benefits that reasonably
can be The ion includes di ion of the limits of
confidentiality, who will receive information about assessment or intervention
outcomes, and the possible consequences of the assessment/intervention services
being offered. Available alternative services are identified, if appropriate. This
explananon of mformed consent takes into account language and cultural

level, age, and other relevant

factors so that it may be understood Dby the individual providing consent. School

Psy written or oral consent. Any service

provlslon by interns, practicum students, or other trainees is explained and agreed

to in advance, and the i

31

STANDARD 1.2.2 BOUNDARIES OF
CONFIDENTIALITY

= School psychologists inform students and other clients of the boundaries of

confidentiality at the outset of a They seek a
shared ing with clients ding the types of i ion that will and
wﬂ.l not be shared with third pa.mes However, if a child or adolescent is in
diate need of assi: itis issi to delay the di ion of
until the i iate crisis is

32

STANDARD 1.2.3 CONSENT FOR DISCLOSURE
OF INFORMATION

School psychologists respect the confidentiality of information obtained
during their professional work. Information is not revealed to third parties
without the agreement of a minor child's parent, legal guardian, or of an adult
student, except in those situations in which failure to release information
could result in danger to the student or others, or where otherwise required
by law.

Whenever feasible, the student’s assent is obtained prior to
disclosure of their confidences to third parties, including
disclosures to the student's parents. When seeking consultation
about a student or other client in a nonprivate forum (e.g., or
discussion group), school psychologists ensure that the
information they disclose is not sufficient to result in discovery of
the clients identity

33
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STKNDARD I_2_4 % » School psycl}ologists'diszuj; ?ontd/or relgase

A : i purposes and only with persons who have a
NEED TO KNOW §  legitimate need to know. They do so within the
strict boundaries of relevant privacy statutes.

STANDARD I.2.5

PRIVACY _ ‘

RELATED TO e e
colleagues with regard to sexual

SEXUAL e They o ot s

formation about the se:

ORIENTATION e
[ L

END GENDER employe i mne

IDENTITY AND

EXPRESSION

35

O Y R £ . S;:hoo; psycl;::lpgisis respetz; th: rigfht ti:lf privacy
STANDARD 1.2.6 mmbhd%uﬁ“zw(hgd“‘ f
| sensi \ve_ e . lormation (e.g., presence of a
PRIVACY OF e bt
S _HEALTH = parem, Or scCl O‘O employee with others wit] Put

that indivi ission (or the i of
a parent or guardian in the case of a minor).

INFORMHTION | School psychologists consult their state laws and

department of public health for guidance if they
believe a client poses a health risk to others.

ER Merkle, PhD, EdS, NCSP 12
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STANDARD IV5.2 PROTECTING THE RIGHTS
OF RESEARCH PARTICIPANTS

«IV.5.2b In i school p. ists are ethically obligated to
consider carefully whether the informed consent of research participants is
needed for their study, recognizing that research involving more than minimum
risk requires informed consent, and that research with students involving activities
that are not part of ordinary, typical schooling requires informed consent. Consent
and assent protocols provide the information necessary for potential research
participants to make an informed and voluntary choice about participation. School
psychologists evaluate the potential risks (including risks of physical or
psychological harm, intrusions on privacy, breach of confidentiality) and benefits
of their research and only conduct studies in which the risks to participants are
minimized and acceptable.

37

STANDARD IV5.5 REPLICABILITY OF DATA

= School psychologists make available their data or other information that provided
the basis for findings and conclusions reported in publications and presentations, if
such data are needed to address a legitimate concern or need and under the
condition that the confidentiality and other rights of research participants are
protected.

38

STANDARD IV5.10 REVIEW OF
MANUSCRIPTS AND PROPOSALS

= School psychologists who participate in reviews of manuscripts, proposals, and
other materials respect the confidentiality and proprietary rights of the authors.
They limit their use of the materials to the activities relevant to the purposes of the
professional review. School psy ists who review ional materials do not
communicate the identity of the author, quote from the materials, or duplicate or
circulate copies of the materials without the author’s permission.

39
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RESOLVING ETHICALLY

CHALLENGING SITUATIONS

Shhh...It's Not That Secret

Wednesday, November 6, 2024

40

SOLVING MODEL

for this decision.

41

. FEDERAL STRTUTORY
EXPECTATIONS

Shhh...It's Not That Secret

42

ER Merkle, PhD, EdS, NCSP
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SYSTEMATIC PROBLEM
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critical-evaluative thinking, logic, and rationality

7. Select a course of action and assume responsibility

14
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FERPA OVERVIEW

= FERPA protects the confidentiality of student educational
records for any state or local agency that receives federal funds
under a program administered by USDOE

= Signed into law 1974, amended through 2013

= Two Parts:

- Students have right to inspect and review their own education records, request corrections,
halt the release of PII, and obtain copy of institutions policy concerning access to records
(20 US.C.S.§ 1232g(a))

- Prohibits educational institutions from disclosing “PII” without written consent of student, or
if student is a minor, the student’s family (20 US.C.S. § 1232g(b)).

43

FERPR (CONT'D)

= Exceptions — Release of Student Records without Student’s Consent

School officials with legitimate educational interest
« Other schools student seeks or intends to enroll

+ Education official or audit or evaluations purposes

+ Accrediting organizations

« Parties in connection with financial aid to student

+ Organizations conduct certain studies for or on behalf of a school
+ Comply with a judicial order or lawfully issued subpoena

« Case of health and safety emergencies

- State/local authorities within a juvenile justice system

44

FERPR (CONT'D)

+ Exempted school records:
* Records in the sole possession of school officials;
* Records intais by alaw uni( of the
= Records of an i instituti

- Records on a student who is 18 years of age or older or who attends a post-secondary
by a health (20 US.C.5.§ 1232g(a) (4)(B)).
» “Treatment records” are not educational records

» In addition, FERPA allows, but does not require, schools to release “direct:
information,” including students’ names and addresses, to the public. (20 U S CsS. §
1232g(a) (8)(A)).-

= However, this exception was modified in 2002, and high schools are now required to
provide students’ names, addresses and telephone numbers to military recruiters, unless
astudent or parent opts out of such disclosure.

45
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IDEIR CONFIDENTIALITY

46

47

48

Scope:

IDEAPatB and Part

- e c
iomdio DX Tha BEA B contonialy S iyt mcordscalcioa
oS Ot

& maintained orce the chid s reie SiuThalben Pt
€ contdentaliyrequiations apply from whena child i relerred o IDEA under
SR

‘The address of the child;

. a
identify the child with reasonable certainy.

‘Permit disclosure of PII without parent consent to officials of participating
agencies

See IDEA and FERPA Crosswalk:

p o
IDEA-FERPA%20Cr0;

HIPAR CONFIDENTIALITY

= Enacted 1996, Health Insurance Portability & Accountability Act

« Improve efficiency and effectiveness of health care system

+ National standards and requirements for electronic health care transactions
+ Protect privacy and security of individually identifiable health information

+ Protect health records and other PHI

It's Not THAT Secret (2.00

safeguards to protect privacy, setti

Torts and conditions on the veoy an%“ S Tosutes without

patiént ; athoration. Rlso Gives Tight to examine and obtain copy of health records and to requesl

corrections.

» “Covered entities”

* “Health care providers" include institutional providers of health or medical services, such as hospitals, as

11 as noninstitutional providers, such as physicians, dentists, and

wel
person or organization that furnishes, bills, o is paid for health care

other praciit
are in

oners,

s, along with any other

* Covered transactions are lho:e for which the US. D qpesiment of Hea.hh and Human Semces has ad.epled a

Standard, such as healih care claims subrmitied to a Heaith

HIPAR DISCLOSURES & EMERGENCIES

= Permitted disclosures

(]

* Di & tment, i of health care and related services by
health care ids ion between ids and referral of patients for treatment

- Disclosures to family, friends, others involved in individual's care

= Disclosures to prevent a serious and imminent threat

* Health care providers may sharo PHI with anyonis as necessary 10 prevent or lesser a serious and

imminent threat to the health or safet

 or

applicable law (such as State statutes, tegu]anons or case law) and the pmvxder‘s siandards o ethical
conduct. This permission includes the sharing of psychotherapy notes, which ot
protection under the Privacy Ruls. See 45 CFR § 164.508(a)(2). Thus, without a panem authorization or

agreement, health care providers may disclose a patient’s health inform:
position to prevent or lessen the thrsatened harm, including family, r

enforcement. The HIPAA Privacy Rule e

ienc

e receive special

ation to anyone
Sivers, and law
s the good faith of health care providers in their

determination of the nature and severity of the ieat to health or safety and the need (o disclose

information. See 45 CFR § 164.512()
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50

51

HIPAR & FERPA INTERSECTION

« HIPAA generally does NOT apply to an elementary or secondary school
= Either not a HIPAA covered entity

« Is HIPAA covered entity but maintains health i ion that are records”
under FERPA and not PHI under HIPAA

= However, if school provides health care to students in normal course of business
(e.g. health clinic), transmits PHI -> HIPAA duty

= See Joint Guidance:

0HIQ STATUTORY
EXPECTATIONS

Shhh...It’s Not That Secret

Wednesday, November 6, 2024
i o

0HIO BOARD OF PSYCHOLOGY

= Ohio regulates the practice of psy gy and school psy gy through the
following:
= ORC 4732.01 Definitions
= ORC 4732.14 Registration of licenses
= ORC 4732.17 (A-D) Actions against applicants or license holders
= OAC 4732-3-01(B, C,Q,R,S) Definitions
= OAC 4732-5-01 Psychological procedures which create a serious hazard
= OAC 4732-5-02 Exemptions from licensure

= These are available as the Oral Examination Manual:

ER Merkle, PhD, EdS, NCSP
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54

4732-13-04 REQUIREMENTS PERTAINING TO
SUPERVISION

= Relationship between supervisor & supervisee:
« (c) Statement on the limits of confidentiality, including the possible need to report certain
information according to law, and the supervisor's review of the client's progress;

= (viii) Ensure that i i icati stored i cannot be
and/or ized persons when the licensee disposes
of electronic equipment and data.

» (c) A license holder shall store and dispose of
written, electronic, and other records of clients in
such a manner as to ensure their confidentiality.
License holders shall prepare in advance and
disseminate to an identifiable person a written
plan to facilitate appropriate transfer and to
protect the confidentiality of records in the event
of the license holder's withdrawal from positions
or practice.

- Each license holder shall report to the board on the
biennial registration (renewal) form the name,
address, and telephone number of a license holder
or other appropriate person knowledgeable about
the location of the written plan for transfer and
custody of records and responsibility for records in
the event of the licensee's absence, emergency or
death. The written plan referenced in this rule shall
be made available to the board upon request.

(C) WELFARE OF THE CLIENT, EVALUEE,
AND ASSOCIATED PERSONS:

* (3) License holders in a treatment role with couples, faruilies, or groups shall clarify with all
parties and document the Teceiving
B S lacing Timits of EoRG enAaity Snd acases o 19soras,

+ (8) Informed consent. A license holder shall accord each client informed choice, confidentiality,
and reasonable protection from physical or mental harm or danger.

+ (B)When a license holder is n an individual treatment sole, there may be reason for a thixd party

1o join one or more sessions for a limited purpose. The license holder shall document

yeord that the client or legal guardian has acknowledged understanding the pu ose St heed

for the third d party to be present an mstances and extent to which confi

in o dischosed o me e party. The license holder shall Gocument that the third
e individual is not a chem that there is no expectation

Bf confidentiality between the license holder and the third party, and that the third p

Paoe Tighia o, Adeges ey pars of e clioats Fie (unloss the BHGN providas writien aud\onzanon to

release specific confidential information). R license holder shall ot render opinions

ndations to any person or entity, including but not limited to the client, any coun
attorney, guardian ad litei, or other proféssional concerning such third parties.

ER Merkle, PhD, EdS, NCSP
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(E) TESTING AND TEST
INTERPRETATION:

+ (a) Alicense holder shall treat the results or interpretations
- e

information.

+ (3) Test interpretation. Test scores, like test materials, may
be released to another person or an organization only in a
manner that adheres to the client's rights to confidentiality
as set forth in paragraph (G) of this rule.

55

(F) CONFIDENTIALITY

- (l'}‘ isi ion revealed by an individual or individuals or
lerwise obtained by a license holder, when there is'a reasonable expectation that it
was revealed or obtained as a result of the professional relationship between the
md.\v‘ldual{ and the license holder. Such information is not to be disclosed by the
license holder without the consent of the

* (8) When rendering paychological services as part of a team or when interacting with
the welfare of a client, a license holder may
share confidential information about the et provided that reasonable steps are taken
to ensure that all persons the about
Tature of the information being shared and agre o abide by the Toias of
confidentiality.

= (b) When any case report or other confidential information is used as the basis of
feaching; research, or other published reports, a license holder shall exercise
reasonable care to ensure that the reported material is appropriately disguised to
prevent client or subject identification.

56

(F) CONFIDENTIALITY (CONT'D)

+ (©) Alicense holder shall ensure hat no diagnostic interview or therapeutic sessions with a client are observed or
A oresaly Tacordad wimow i1 InlomNG te chent or The LGRS Guardian GotaimunG and Socumenting wriven

+ (d) Alicense holder shall limit access to client records and shall ensure that all persons working under his/her
e Sty with e Tedtuiserments fof Soridentaliy of et materia.

* (A license nolder shall continue o treat all information req a client as confidential aftex the professional
relationship between the psychologist or school psychologist and the client has ce

* {§In a situation in which more than one party has an appropriate intorest in the profossional services rendered by a
Holdr to 3 client, the license holder Shall, o " exfont possble, claily{o ll parties the dimensions of
Gonfidentality and professional responsibiity that shall pertais in the réndering of srvices.
- Suehcxgnrwanonns\remncaxxl‘;mmcaled

+ (i) n accord with paragraphs (C)(3) and (F(3)(c)of thisule, a license holder shallclarify with the individualseceiving
fervices becase bf s Hird party soleral whethek and under what condiions-including costs information of feedbaciemill
B PIoVIaea 10 the IncividuLl Tedamwing those sy Chological services:

@ Protecting confidentalty of clents I accordance withsection 479%.19f the Revised Code, he confidertialyelations
s betwebnlicerse holdersand cie o indor e samme arabrolisof s privilege as hose.

Betecan iy sican snc banentder division ) of SoCiond1 2 05 of he Revisea Code.Tne priviBos1s Miandedio.

proigcth inerestof the cliont by Gncouraging froe daclosure i thelicense Hojder and by preventing such e disclosuze

- T

57
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59

60

(F) CONFIDENTIALITY (CONT'D)

)A him/her by a client.

- The license holder may tetify by express consent of the cient o legal quardian or. i the client i deceased, by the expross consentaf the
snxlemQépumurlhgexeg{o‘{oﬁdmmwmumimce:la\calsﬁghd% ased clont 1 (he cien: votuntary lesiiies: he lonse helder may be
Compelladio esiy on(ho saie sublect orif e clont, e exeeulor of adminstator iles  caim against he leonse hoider, such Hng Shall
ESraRiute a waner ol the pVICGE Wik Feqard o the S6Fvices aboM Which CompIaint 1 madie

d

+ (5) Gourtdecisions construing the scopeof the physician patientprivi
applicable (o this privilege between the license holder and the client.

+ (e) Alicense nolder may disclose confidential information withou the informed writien consentof  client when the license

\oldler judgos that disclosire1s necessary (o protect aganst a clear and substantial isk of smminent serious harm bein

inflicted by the clienton himseli/herself of on another person.In such case, the license holder may disclosethe confidential
information only to appropriate public authorities, the potential victim, professional workers, and/or the family of the client.

* (d) A licenseholder shall safeguard the confidentialinformation obtained in the course of practice, teaching, research, or other
professional duties. With the exceptions as required or permitted by statute,a license holder shall disclose confidential
Fformation to others only with the informed writien consentof the Alient.

) At the beginnis
B Caton et St i ndorsiana. e Joenss holabs Shal I3 CHomt who 2 Belo 1o g6 Of et 4y O Who has
alegalguataianof ihe it e i imposes on the Hah of corfidenal:Wher ervices o provided o ot thalione paticnt
Sreond dhring ol session (or it (o (4 of Couple,or parontand Id or GToub) a censa holder aat, afine
oGinming of tie

(F) CONFIDENTIALITY (CONT'D)

= ()Minor clients who are offered privacy as a means of facilitating free disclosure of
information shall be told by the license holder that the parent(s) and/or
guardian(s) have a right to access their records, unless otherwise prohibited by
court order, statute, or rule. The license holder shall document in the record this
disclosure to the minor client.

* (g) Alicense holder may release confidential information upon court order or to
conform with state or federal laws, rules, or regulations.

= (h) A license holder shall be familiar with any relevant law concerning the
reporting of abuse of children or vulnerable adults.

(H) TELEPSYCHOLOGY

= (ii) Potential risks to confidentiality of information due to the use of distance
technology;

» (T) Ensure that confidential communications stored electronically cannot be
and/or d ized persons when the licensee disposes

of electronic equipment and data;

ER Merkle, PhD, EdS, NCSP
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STATE BOARD OF
EDUCATION: |
PROFESSIONAL .|

CONDUCT FOR
OHIO EDUCKTORS -

STATE BOARD OF EDUCATION:
PROFESSIONAL CONDUCT FOR OHIO
EDUCATORS (CONT'D)

62

STATE BOARD

OF EDUCATION:
PROFESSIONAL
CONDUCT FOR

0HI0

EDUCATORS
(CONT'D)

63
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64

65

66

Operating Standards for the Education of
Children with Disabil

OPERATING STANDARDS FOR
THE EDUCATION OF CHILDREN
WITH DISABILITIES
(EFFECTIVE DECEMBER 1, 2023)

=
Jum—
oy

RULE 3301-51-04 CONFIDENTIALITY

= (A) Each educational agency shall adopt and implement written policies and
procedures, approved by the Ohio department of education, office for exceptlonal
children, that afford parents the to ine records in with
the procedures of 34 C.F.R.300.610 to 300.628 , the Family Educational Rights and
Privacy Act of 1974, August 1974, (FERPA) and its regulations at 34 CFR, Part 99, and
as if it were named herein, and ensure protection of the confidentiality of any
personally identifiable information in regard to the collection, use, storage,
disclosure, retention, and destruction of that information

= (C) Notice to parents
+ (1) The educational agency must give notice that is adequate to fully inform parents about
the requirements to ensure that the school district, coumy educational agency comply
with this rule related to the any
information collected, used, or maintained under PartB of the IDEA.

(M) CONSENT

* (&) Except ss provided in parsgraphs (M)(2)(s) and (M)(2)(5) of thi rule pavental congent s not
sersonally identifiable informa to ot eialls of participating agencies for
G o S auirmant o s sule an 34 G ER Fart

+ (@) Parental consent, o the consent of an eligible child who has reached the age of majority under Ohio
law, must be obtained before personally identifiable information is released 16 officials of participating.
agencies providing or paying for transition services in accordance with rule 3301-51-07 of the
Administrative Cot

* () lta child s enrolled, oris going to envoll in a nonpublic school that s mot located in the school
trict of the parent's résidence, parental consent must be obtained before any personally identifiable
information about the cluld is roleased between officlals in the school district whiere the ronpublic
school is located and officials in the school district of the parent’s residen

© ME e ty of personally identifible information at callection,
[l i R R

- (2) One official at each partcipating agency must assume responsibility for ensuring the confidentiality of any
Fersonally jdenifiable formagon.

. exsons collecting or using personally identifiable information must receive training or instruction regarding
BB proceadees B e Baortl Sgency voder ST SRR T &

- (8 Each particpating agency must maintan {or public nspecton  current e names and positions of

e P ioyec WAin tne Agncy Whe Teay s actess 1o personaly entnante mlormanon

ER Merkle, PhD, EdS, NCSP
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67

68

69

(3) MEDIATION

= (vii) If the parties resolve a dispute through the mediation process, the parties must
execute a legally binding agreement that sets forth that resolution and that:

+ () States that all discussions that occurred during the mediation process will remain
confidential and may not be used as evidence in any subsequent due process hearing
or civil proceeding; and

+ (b) Is signed by both the parent and a representative of the educational agency who has
the authority to bind such educational agency

+ (%) No part of the mediation discussion or sessions may be electronically recorded.
Discussions that occur during the mediation process must be confidential and may not
be used as evidence in any subsequent due process hearing o civil proceeding of any
federal court or state court of a state receiving assistance under the IDEA. The mediator
may not be called as a witness in future proceedings related to the mediation sessions.

(D) WRITTEN SETTLEMENT AGREEMENT

= (d) Written Ifa ion to the dispute is reached at the
meeting described in paragraphs (K)(9)(a) (i) and (K)(9)(a)(ii) of this rule, the
parties must execute a legally binding agreement that:

« (i) States that all discussions that occurred during the resolution process shall be
confidential and shall not be used as evidence in any subsequent due process hearing or
civil procedure;

« (ii) Is signed by both the parent and a representative of the school district of residence
who has the authority to bind the district; and

« (iti) Is enforceable in any state court of competent jurisdiction or in a district court of the
United States

(10) CONFIDENTIALITY REQUIREMENTS

= (10) C ing child find, ion and service
activities, the school dls(nct where the nonpubhc school is located musl be in_
o

Education Act, as amended b
Act of 2004, Décember 2004 (‘{DEA) and the Pa!mly Paacation Rxghts and Privacy Act of
1974, August 1974 (FERPA)

. (h) If a child is enrolled or is gomg to enroll in a nonpublic school that is not located in
e school district of the parent's residence, parental consent must be obtained before
any personally identifiable information about the child is released between officials in
the school district where the nonpublic school is located and officials in the school
district of the parent's residence.

* (B)/The sehool district where the nonpublic school s located shall follow allthe IDEA
and the FERPA confidentiality requirements when serving children with disabilities

ER Merkle, PhD, EdS, NCSP
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(I) HOUSING, FACILITIES, MATERIALS, & EQUIPMENT &
SUPPLIES FOR PRESCHOOL AND SCHOCL-AGE PROGRAMS

* (2) Each service provider must have access to an office or room space suitable for
private consultation or intervention; access to a telephone in an area where
scheduling, parent contacts, and children can
be ; and office i i ing a locking file cabinet with

a key and supplies.

70

(D) GENERAL REQUIREMENTS

= (3) Drivers and transportation aides must have access to appropriate information
about the child to the degree that such information might affect safe transportation
and medical ing during This i ion must be i in the
school transportation office and is confidential.

71

OHIO SB 29:
OCTOBER 24, 2024 (ENNIS BRITTON, 2024, SPECIAL CLIENT

ALERT)

- Education records & student data priva
* 149,43 and 331931 be amended and sections 3319.325, 3319.326, and 3319.327 of the Revised
Code be enacted
* 4 main sections
+ Section I New public records exemption
* Section II: Licensure penalties for release of confidential information
+ Section III: Technology providers and their use of educational records
+ Section IV: Access or monitoring of student activity on school issued devices

* Brevious to $829, Ohio protected personally identifiable student information pursuant to O.R.C.
3319.321. Ohio defines “educational records” similar to the definition in the federal Family
Educational Rights and Privacy Act (FERPA), a5 “records, files, ocuments and other materials
that contain information directly related to'a student and are maintained by a school district

board of education or by a person acting for the school district

+ Educational records do not include records in the sole possession of school personnel, employee
personnel records, o records of an adut student that are maintained by a rofessional providing
medical treatment to the studen

72
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YOUR ADOPTED BOARD POLICIES

» Sample NEOLA Records Numbers

+ 8330: Student Records
+ 8350: Confidentiality

* 0123: Code of Ethics / Code of
Conduct

+ Be sure to review and be aware of
your Adopted Board Policies AND
Administrative Guidelines

73

R FEW GOTCHAS

Shhh...It’s Not That Secret

i i Training - Fall 2024 Conference
Wednesday, November 6, 2024
1 2. in Ethig

74

BOUNDARIES (FUNICELLI & STAUS, 2024)

SOURCE: RMERICAN PSYCHULOGICAL ASSOCIATION. AP DICTIONARY OF PSYCEOLOGY. BOUNDARY. UPDETED On 04/15/2016. HTTES.//DICTIONARY A%R ORG/ BOUNDARY

» “In psychotherapy, an important limit that is usually set by the therapist as part of
the ground rules in treatment. Boundaries may involve areas of discussion or
physical limits, which are guided by ethical codes and standards. Respect for
boundaries by both the therapist and client is an important concept in the
therapeutic relationship.”

- Proper limits of a i ionship...trust and ility of latter are not
abused
» Boundary crossing. non- itative, supportive of therapy.

+ Boundary violations ... harmful ...

75
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CHALLENGING BOUNDARIES
(FUNICELLI & STAUS, 2024, P. 10)

: 8 Treating multiple Custody/Divorced
Dl e T family members Parent Situations
Social Media / Email / Text Intrusive Client
Confidentiality Behaviors

(]

76

CHALLENGING BOUNDARIES
(FUNICELLI & STAUS, 2024, P. 16-17)

= Personal Usage
+ Communicating with friends/family
« Chat groups
= School alumni activities

= Professional
- Podcasts, blogs, LinkedIn

» Mixing Both Personal / Professional
- Personal and professional page on same platform, interwoven
= Comments open to clients
- Friending clients post discharge

77

CHALLENGING BOUNDARIES
(FUNICELLI & STAUS, 2024, P. 18-19)

- Social Media
+ Comply with HIPAA, state and federal privacy regulations
+ Follow APA/NASP ethics code on confi ising, public as
+ Consider ing / ing revie
« Or respond in a neutral manner

- Email / Texting
+ Set expectations, practice policy
+ Limit texts to cancel/confirm appointments
+ Avoid detailed discussed through email
+ Use encryption/secure email
- Expectations in response time
- Avoid personal/social texts

78
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HANDLING SENSITIVE
WORKPLACE INFORMATION

+ Provide confidentiality
confidential information unintentionally - for example, through gossiping, or
with people outside of work.

+ Only share confidential information with those who have a reason to kow.
The fewer people who know something, the easier it is to contain the
information.

. U i d 1 with
employees, clients, and contractors to further protect your business. You
should use these legal documents whenever you have to disclose
confidential information to people outside your organization. (These
agreements should be drawn up by a lawyer)

+ Where appropriate, have a confidentiality policy that describes what
information is considered confidential, and which outiines how to manage
and

80

81

IN THE WORKPLACE. ..

Shhh...It's Not That Secret

Wednesday, November 6, 2024
:00pm | 2.

training. This should include advice on not sharing

when
there s a legal obligation to disclose information, when a criminal act has
been committed, or when someone's health and safety is in jeopardy.

information within It can also define

“This typically includes situations where

HANDLING SENSITIVE WORKPLACE
INFORMATION

+ Require the proper disposal of sensitive information: for example, by shredding documents with
across-cut shredder, or by destroying old computer hardware. (Be aware that computer
equipment that is "thrown away" may be salvaged rather than being sent to landfill.)

* Restrict the abiity to view, remove, or copy confidential information In a computerized
environment, it's very easy to access and disseminate information. Encrypt highly sensitive
information. Use passwords to protect and limit access to information. Also, be aware that there
are different levels of encryption - some can be compromised quickly, while others are more
secure. (Ask you IT department for help i you need to know more.)

- Stamp documents "confidential
might ignore it)

- Secure physical information and files using alock and key or a safe. Be sure that you keep track
of the keys, ask former employees to return their keys, and update access lists regularly.

- Require people who leave their toreturnall ion and material to the
organization.

if required. (But don't overuse this practice, as people then

ER Merkle, PhD, EdS, NCSP
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GOSSIP IN WORKPLACE

* Gossiping can destroy colleague relationships.

+ Encourage open communicat

+ Address issues promptly: addre:
people

+ Pro

82
WREPPING UP
& OUESTIONS
83 ”
E. '::,-..E SESSION
EVALUATION
OR CODE:
84

ER Merkle, PhD, EdS, NCSP

Fall 2024

28



OSPA Ethics: Shh...It's Not THAT Secret (2.00
Hours)

THANK YOU FOR
ATTENDING. ..

Erich Merkle, Ph.D., Ed.S., NCSP

Mobile: (330) 388-6982

Email: erich@ospaonline.org
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