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DESCRIPTION OF TODAY'S SESSION
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multiple federal statutes, state
AR

< | (DESCRIPTION

and
ethical demands. School psychologists
oftentimes have to navigate these
challenging expectations while also

g simultaneously navigating multiple

systems.

= Attendees will learn about salient areas of
confidentiality across IDEIA, HIPAA, FERPA,
Ohio’s Operating Standards, and how these
and many more influence our roles and

; runction.
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LEARNING OBJECTIVES

1. Attendees will identify at least 10 cardinal features
of applicable federal confidentiality statutes and
their nexus to Ohio practice laws and school
psychology ethics.

ANSWERS '
@SOS
SOLUTIONS  OUTCOMES)

Participants will contrast divergent expectations of
confidentiality within FERPA and HIPAA when
collaborating between educational and
medicallbehavioral health settings

3. Leamers will establish a basic confidentiality
packet of relevant forms for daily practice.

4 Participants will maintain a composite list of
confidential guidance documents from definitive
sources to support daily practice.
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TODAY’S TRAINING
AGENDA

1 Ethical Principals & Standards
1. APA

2 NASP
3. Ethical Problem Solving Sequence

2. Statutory Obligations:

IDEIA

State Board of Psychology

State Board of Education: Professional
Conduct

Ohio Operating Standards
8. Ohio SB 29

3. YourLocal Board of Education Adopted Policies

4. HandlingSensitive Information & Gossip

5. Wrapping Up & Questions/Answers
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=“Ethics training is not over

3
grant e d (Bashe, Anderson, Handelsman, 2007, p. 61)
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when a degree or license is

Shhh...It's Not That Secret

©Ohio School Psychologists Association (OSPA) Ethics Training - Fall 2024 Conference.
Wednesday, November 6, 2024
5:00pm - 7:00pm | 2.00 Hours Contact Time in Ethics.

HPH ETHICEL PRINCIPLES OF PSYCHOLOGISTS & CODE OF CONDUCT
(2003, 2010, 2016 AMENDMENTS)

= Components
= Introduction

* Preamble

» 5 General Principles
* Principle A: Beneficence & Nonmaleficence
« Principle B: Fidelity & Responsibility
+ Principle C: Integrity
+ Principle D: Justice
+ Principle E: Respect for People’s Rights & Dignity

= Specific Ethical Standards

ANTINTANMIRATITV TN EDA MOANT AT
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CONDUCT — GENERAL PRINCIPLES

= Principle E

= Psychologists respect the dignity
and worth of all people, and the
rights of individuals to privacy,
confidentiality, and self-
- determination.
-

10

GOVERNING LEGAL AUTHORITY

= 1.02

take reasonable steps to resolve the conflict
Standards of the Ethics Code. Under no

or defend violating human rights.

consistent with the General Principles and Ethical

CONFLICTS W/LAW, REGULATIONS, OTHER

= If psychologists’ ethical responsibilities conflict with
law, regulations, or other governing legal authority,
psychologists clarify the nature of the conflict, make
known their commitment to the Ethics Code, and

circumstances may this standard be used to justify

o

CONELICTS W/ETHICS &
ORGANIZATIONAL
DEMANDS

1.03
If the demands of an organization with
which psychologists are affiliated or for
m they are working are in conflict with
this Ethics Code, psychologists clarify the
nature of the conflict, make known their
commitment to the Ethics Code, and take
reasonable steps to resolve the conflict
consistent with the General Principles and
Ethical Standards of the Ethics Code. Under
no circumstances may this standard be
usehd to justify or defend violating human
ights.

11
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INTORMAL RESOLUTION OF
ETHICAL VIOLATIONS

= 1.04 Informal Resolution of Ethical
Violations

When psychologists believe that there may hav

e

been an ethical violation by another psychologist,

they attempt to resolve the issue by bringing it
to the attention of that individual, if an informa
resolution appears appropriate and the

rights that may be involved.

intervention does not violate any confidentiality

L)
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CONTIDENTIALITY IN APA CODE OF
CONDUCT — HUMAN RELATIONS

+ 3.05 Multiple Relations

= When psychologists are required by law, institutional policy, or
extraordinary circumstances to serve in'more than one role in judicial or
administrative proceedings, at the outset they clarify role expectations
and the extent of confidentiality and thereafter as changes occur. (See
also Standards 3.04, Avoiding Harm , and 3.07, Third-Party Requests fo

s )

+ 3.07 Third-Party Requests for Services

+ When psychologists agree to provide services to a person or entity at
the request of a third party, psychologists attempt to clarify at the
outset of the service the nature of the relationship with all individuals or
organizations involved. This clarification includes the role of the
psychologist (e.g., therapist, consultant, diagnostician, or expert
witness), an identification of who is the client, the probable uses of the
services provided or the information obtained, and the fact that there
may be limits to confidentiality. (See also Standards 3.05, Multip'e

clationships , and 4.02, Discussing the Limits of Confidentiality.)

13
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Fall 2024

- 3.10(c)
= When psychological services are court ordered
or otherwise mandated, psychologists inform
the individual of the nature of the anticipated
services, including whether the services are
court ordered or mandated and any limits of
confidentiality, before proceeding.

CONFIDENTIALITY - 311

- (a) Psychologists delivering services to or
IN APA CODE OF through organizations provide information
- . beforehand to clients and when appropriate
those directly affected by the services about
(1) the nature and objectives of the services,
(2) the intended recipients, (3) which of the
individuals are clients, (4) the relationship the
psychologist will have with each person and
the organization, (5) the probable uses of
services provided and information obtained,
(6) who will have access to the information,
and (7) limits of confidentiality. As soon as
feasible, they provide information about the
results and conclusions of such services to
appropriate persons.

CONDUCT ==
HUMAN RELATIONS

ANTINTRMIATT
LVUNLIDLIVLIIALL
CONDUCT — PR
+4.01

= Psychologists have a primary obligation and take reasonable precautions to protect
confidential information obtained through or stored in an\é medium, reco mzm%that
the extent and limits of confidentiality may be regulated by law or established by
institutional rules or professional or scientific relationship. (See also Standard 2.05,

Delegation of Work to Others .)

= 4.02

= (@) Psychologists discuss with persons (including, to the extent feasible, persons who
are legally incapable of giving informed consent and their legal representatives) and
organizations with whom they establish a scientific or professional relationship (1) the
refevant limits of confidentiality and (2) the foreseeable uses of the information
generated through their psychological activities. (See also Standard 3.10, Informec
Consent .

= (b) Unless it is not feafsil?‘\e or \'s_contr_'amd'\gawd, the discussion of confidentiality
occurs tat the outset of the relationship and thereafter as new circumstances may
warrant.

. Ec) Psychologists who offer services, products, or information via electronic o
ransmission inform clients/patients of the risks to privacy and limits of confidentiality.

]

15
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CONFIDENTIALITY IN APA CODE OF
CONDUCT — PRIVACY & CONFIDENTIALITY

+4.04 (b)

= (b) Psychologists discuss confidential information obtained in their work only for
appropriate scientific or professional purposes and only with persons clearly
concerned with such matters.

= 4.05 Disclosures

= (a) Psychologists may disclose confidential information with the appropriate consent
of the organizational client, the individual client/patient, or another legally authorized
person on behalf of the client/patient unless prohibited by law.

= (b) Psychologists disclose confidential information without the consent of the
individual only as mandated by law, or where permitted by law for a valid purpose
such as to Sl provide needed professional services; (22 obtain appropriate
ﬁrofessiona consultations; (32 protect the client/patient, psychologist, or others from
arm; or (4) obtain payment for services from a client/patient, in which instance
disclosure is limited to the minimum that is nece
also Standard 6.04e, Fees and Financial Arrange

ary to) achieve the purpose. (See

e

CONFIDENTIALITY IN APR CODE OF
CONDUCT — PRIVACY & CONFIDENTIALITY

= 4.06 Consultations

= When consulting with colleagues, Sl) psychologists do not disclose confidential
information that reasonably could lead to the identification of a c\'\ent/ﬁatient,
research participant, or other person or organization with whom they have a
confidential relationship unless they have obtained the prior consent of the person or
or?an'\zation or the disclosure cannot be avoided, and (2) they disclose information
only to the extent necessary to achieve the purposes of the consultation. (See also
Standard 4.01, Maintaining Confidentiality .)

= 4.07 Use of Confidential Information for Didactic or Other Purposes
= Psychologists do not disclose in their writings, lectures, or other public media,
confidential, personally identifiable information concerning their clients/patients,
students, research participants, organizational clients, or other recipients of their
services that they obtained during the course of their work, unless (1) they take
reasonable stepsto disguise the person or organization, (2) the person or
organization has consented in writing, or (3) there is legal authorization for doing so.

]

17

ER Merkle,

PhD, EdS, NCSP

18



OSPA Ethics: Shh...It's Not THAT Secret (2.00
Hours)

Fall 2024

T MATTI AT
PA LIE Q1)
Al VWA Wi
& EEPIHG & I.EES
= 6.02 Maintenance, Dissemination, and Disposal of Confidential Records

of Professional and Scientific Work

ga Psychologists maintain confidentiality in creating, storing, accessing,
ransferring, and disposing of records under their control, whether thesé are
written, automated, or in any other medium. (See also Standards

)

. (b)tIf confidential information concernlng recipients of psychologlcal serwces is
entered into databases or s¥s ems of records available to persons whos
access has not been consented to by the recipient, psycho oglsts use codlng or
other techniques to avoid the |nclu5|on of personal identifiers.

= (c) Psychologists make plans in adyance to facilitate the appropriate transfer
and to Protect the confidentiality of records and data in the event of
psychologists' withdrawal from posltlons OE practice. (See also Standards

2
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- 8.02 Informed Consent to Research
= (a) When obtaining informed consent as required in Standard 3.10, Informed
Consent, psychologists inform participants about (1) the purpose of the research,
expected duration, and procedures; (2) their right to decline to participate and to
withdraw from the research once participation has begun; (3) the foreseeable
consequences of declining or withdrawing; (4) reasonably foreseeable factors
that may be expected to influence their willingness to participate such as
potential risks, discomfort, or adverse effects; (5) any prospective research
benefits; (6) limits of confidentiality; (7) incentives for participation; and (8)
whom to contact for questions about the research and research participants'
rights. They provide opportunity for the prospective participants to ask questions
and receive answers. (See also Standards
;

; and )

19

20

MANTINTRAMIATITV TR EDI AOANT AT
VUILIVLIVILALLL L LIV A0 bUuUL Ul

CONDUCT — RESEARCH & PUBLICATION

+ 8.05 Di: ing with Consent for

+ Psycholgists may,dispense with Informed consentt only (1) where research would not reasonably be assumed to

créate distress or harm and involves (@) the study of normal educational practices, curricula, or ¢i

gement methods conducted in dn.“cag‘una\ Joinge; (b) only anomyious auestionnaires, natural stl%
Gbservations, or archival research for disclosureof responsté wollld not place participaits at e
crimingl or civl iability or damage their financial standing, employablity,of reputation, and confidentiality is
protected; or (c) fhe study of Tactors related to job or orgdmzation effectivenets conducted in organizational
Settings for which there 13 no risk {0 0 participants: employability, and confidentialty is protected of (2) whers
Gtherwise permitted by law or federal o institutional regulatiol

- 8.14 Research Data for Verification
+ (@) After research results are published, psychalogists do not withhold the data on which their condlusions are
ased from other competent professionals Who seek fo verify the substantive clajms through reanalysisand who
itend to, Use such data only for that purpose, provided that the confidentiaiity of {he participants i
protected and uniess legal rights concerning proprietary data preclude their relea

- 8.15 Reviewers
* Psycholoists who revicw mterial submitted for presentation, publication, arant, or research proposal review
respect t and the rights in such of those who submitted

CANTINTAMIEATTITV TN EDA MOANT AT
LVUNLIDLIVIIADLLL L LIV A VUL Ul

CONDUCT — ASSESSMENT

. 9.03 Informed Consent in Assessments
..(B)Informed consent includes an explanation of the nature and purpose of the
assessment fees, involvement of third parties, and limits of confidentiality and
sufficient opportumty for the client/patient to ask questions and receive answers.

= (C) Psychologists using the services of an interpreter obtain informed consent from
the client/patient to use that interpreter, ensure that confidentiality of test results and
test security are maintained, and include in their recommendations, reports, and
diagnostic or evaluative statements including forensic testimony, discussion of any
limitations on the data obtained.

= 9.04 Release of Test Data
= Psychologists may refrain from releasing test data to protect a cllent/pat\ent or others
from substantial harm or misuse or misrepresentation of the data or the tes
recognizing that in many instances release of confidential information under these
circumstances is regulated by law.

e

21
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CONFIDENTIALITY IN APA CODE OF
CONDUCT — THERAPY

= 10.01 Informed Consent to Therapy
(a) When obtaining informed consent to therapy as required in
Standard , psychologists inform clients/patients as
early as is feasible in the therapeutic relationship about the nature and
anticipated course of therapy, fees, involvement of third parties, and limits
of confidentiality and provide sufficient opportunity for the client/patient to
ask questions and receive answers.

= 10.03 Group Therapy
When psychologists provide services to several persons in a group setting,
they describe at the outset the roles and responsibilities of all parties and
the limits of confidentiality.

PROFESSIONAL ETHICAL

PRINCIPALS & STANDARDS:

NASP

Shhh...It's Not That Secret

O Seiool Peychologsts Assooition (OSPA) Etics Training~ Fll 2024 Conferencs
Wednesday, November 6
5000m - 7:000m 1 2.00 Hours Gontaet Tme n Etics

23
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Standards

= Model for C

NASP PROFESSIONAL ETHICS OVERVIEW

= May 202, NASP Leadership Assembly, 80 leaders approved NASP 2020 Professional

Model)

= Standards for Graduate P:

School Psy i Services (NASP Practice

ion of School Psy

for the C;

of School Psy

= Principles for Professional Ethics

NASP
PRACTICE
MODEL

SN Nasp@

3 PRACTICE ;
= ﬂﬂEl ~

25

““DOMAIN 10:
LEGAL, ETHICAL,
caen <M

PROFESSIONAL

-~ PRACTICE

= School psychologists access, evaluate, and use
information sources and technology in ways that
safeguard and enhance the quality of services,
security of confidential information, and
responsible record keeping.

26

ORGANIZATIONAL .

= 3.4.8chool systems provide school psychologists
with access to appropriate professional work
materials, sufficient office and work space,

PRINCIPLE 3:
~ PHYSICAL, [ v
“PERSONNEL, AND  [ssiriériyseshoysymms
AWV 1) 21l (cicprons and oftce, tnerapeutic s, and
... SYSTEMS .

access to professional literature

PRINCIPLE 4: PROFESSIONAL
COMMUNICATION

* 43
= School

have access to the

yto ir jobs. andto
intai i d confidenti Honwith students

families, and service providers within and outside the system.

* The school system's policy on student records is consistent with state
and federal laws and i d ensures the ion of the
iali d their fami Although test protocols
are part of the student's record, the school system ensures that test
security is protected and copyrightrestrictions are observed.
Release of records and protocols is consistent with state and federal
ions. The policy on i

maintaining student confidentiality and privacy in the use of
electronic communications.

)

PRINCIPLES FOR PROFESSIONAL ETHICS

Respecting dignity and rights of all persons

Honesty & integrity in professional relationships

ility to schools, famili ities, the

d society

29
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STANDARD 1.1.3 SEEKING INFORMED

AANCTAIM
VUITDLIVL

= School psychologists ensure that an individual providing consent for school
psychological services is fully informed about the nature and scope of services
offered, assessment/intervention goals and procedures, anyforeseeable risks, the
cost of services to the parent or studem (1! any) and the benefits that reasonably
can be d.The 1 ion i ion of the limits of

confidentiality, who will receive information about assessment or intervention

outcomes, and the possible Tt of the intervention services
being offered. Available alternative services are ldennﬁed if appropriate. This
explanation of informed takes into and cultural

diffe cognitive bilities, devel 1level, age, and other relevant

factors so that it may be understood by the individual providing consent. School
psychologists iately d written or oral consent. Any service
prcmslon by interns, pracncum students, or other trainees is explained and agreed
to in advance, and the i

o

= School psychologists inform students and other clients of the boundaries of
confidentiality at the outset of establishing a professional relationship. They seek a
shared understanding with clients regarding the types of information that will and
will not be shared with third parties However, if a child or adolescent is in
immediate need of assistance, it is permissible to delay the discussion of
fid y until the i diate crisis is resolved.

31
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OF INFORMATION

School psychologists respect the confidentiality of information obtained
during their professional work. Information is not revealed to third parties
without the agreement of a minor child's parent, legal guardian, or of an adult
student, except in those situations in which failure to release information
could result in danger to the student or others, or where otherwise required
by law.

‘Whenever feasible, the student’s assent is obtained prior to

disclosure of their confidences to third parties, including
disclosures to the student’s parents. When seeking consultation
sboutasmdentor other client i a nonprivate forum (e.g. orline
discussion group),school psychologists ensure

information they disclose is not sufficient to result in d:scovexy of
the client's identity

33
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STANDARD 1.2.5
PRIVACY
RELATED TO
SEXUAL
ORIENTATION
AND GENDER
IDENTITY AND
EXPRESSION

= School psychologists respect the right
of privacy of students, parents, and
colleagues with regard to sexual
orientation, gender identity, or
transgender status. They do not share
information about the sexual
orientation, gender identity, or
transgender status of a student
(including minors), parent, or school
employee with anyone without that
individual’s permission.

ER Merkle, PhD, EdS, NCSP
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= School psychologists discuss and/or release
confidential information only for professional
purposes and only with persons who have a
legitimate need to know. They do so within the
strict boundaries of relevant privacy statutes.

STANDARD 124
NEED'T0 KNOW

= School psychologists respect the right of privacy
of students, their parents and other family
members, and colleagues with regard to
sensitive health information (e.g., presence of a
communicable disease). They do not share
sensitive health information about a student,
parent, or school employee with others without
that individual’s permission (or the permission of
a parent or guardian in the case of a minor).
School psychologists consult their state laws and
department of public health for guidance if they
believe a client poses a health risk to others.

STANDARD 1.2.6

"PRIVACY OF
“HEALTH

INFORMATION
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STANDARD 1V5.2 PROTECTING THE RIGHTS STENDARD IV5.5 REPLICABILITY OF DATA

AT DTCT DO DEDMTATDINMC
Vil DNLOLIONGIL TANIVITAONLD

= IV.5.2b In planni: h, school psychologists are ethicall i 1to = School psychologists make available their data or other mfoxmatlon that pmmded
consider carefully whether the informed consent of research parncxpams is the basis for findings and conclusions reported in p and p ion:
needed for their study, recognizing that research involving more than minimum such data are needed to address a legitimate concern or need and under the
risk ires informed and that h with stud involving activities condition that the confidentiality and other rights of research participants are
that are not part of ordinary, typical schooling requires informed consent Consent protected.
and assent protocols provide the information y for p

participants to make an informed and voluntary cholce about participation. School
psychologists evaluate the potential risks (including risks of physical or
psychological harm, intrusions on privacy, breach of confidentiality) and benefits
of their research and only conduct studies in which the risks to participants are
minimized and acceptable.

37 38

= School psychologists who participate in reviews of manuscripts, proposals, and
other materials respect the confidentiality and proprietary rights of the authors.

They limit their use of the materials to the activities relevant to the purposes of the S 0 G c

professional review. School psychologists who review professional materials do not F “ n T “T Trl'l'l n ITI n “T Q
i UYLINU Vi

communicate the identity of the author, quote from the materials, or duplicate or
circulate copies of the materials without the author’s permission. VILIA UL INY MLLULLLLYLY

Shhh...It's Not That Secret
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SYSTEMATIC PROBLEM
SOLVING MODEL

Methodical, multistep procedure > decisions rooted in
critical-evaluative thinking, logic, and rationality

Ethical Problem-Solving Model (Armistead, Williams, &
Jacob, 2011)
Describe the problem situation.

Define the potential ethical-legal issues involved.

Consult available ethical and legal guidelines.

Confer with supervisors and colleagues.
5. Evaluate the rights, responsibilities, and welfare of
all affected parties.

6 Consider alternative solutions and the likely o
onsequences of each. Shhh...It's Not That Secret

7. Select a course of action and assume responsibility
for this decision.

G e R e B e B

inesday, November 6,
5:00pm - 7:00pm | 2.00 Hours. Gontact e in Ethics

42
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FERPA OVERVIEW

= FERPA protects the confidentiality of student educational
records for any state or local agency that receives federal funds
under a program administered by USDOE

= Signed into law 1974, amended through 2013

= Two Parts:

= Students have right to inspect and review their own education records, request corrections,
halt the release of PII, and obtain copy of institutions policy concerning access to records
(20 US.C.S.§ 1232g(a))

= Prohibits “PII” without written consent of student, or
if student is a minor, the student’s famuy (20 U.S.C.S.§ 1232g(b)).

FERPA (CONT'D)

= Exceptions — Release of Student Records without Student’s Consent

= School officials with legitimate educational interest

= Other schools student seeks or intends to enroll

» Education official or audit or evaluations purposes

» Accrediting organizations

= Parties in connection with financial aid to student

» Organizations conduct certain studies for or on behalf of a school
» Comply with a judicial order or lawfully issued subpoena

= Case of health and safety emergencies

» State/local authorities within a juvenile justice system

43

44

= Exempted school records:
» Records in the sole possession of school officials;

» Records by alaw unit of the

= Records of an i instituti tudent 5

* Records on a student who is 18 years of age or older or who attends a post-secondary
by a health (20 US.C.S. § 1232g(a)(4)(B)).

“Treatment records” are not educational records

= In addition, FERPA allows, but does not require, schools to release “directory
information,” including students’ names and addresses, to the public. (20 U.S.C.S.§
1232g(a)(8)(A)).
* However, this exception was modified in 2002, and high schools are now required to
provide students’ names, and to military unless
a student or parent opts out of such disclosure.

IDEIA CONFIDENTIALITY

+ Scope: -

* The IDEA Part B and Pat C confidentiality requirements apply fromthe time a childis
referred to IDEA. B emtiabula iy racuinicnd sppigtc vecori o cullecied
o mamiamed ance the cHd 1 efomed o IOER FackB 91 CF B30 810, T Part ) Y
c age3.

omi iAoy rauiarions SpEdy T whes & GHLA 1 Tadesced 10 [OE tcier 850 5 ~ A
34 CFR § 303.401(0) 2). L4
« The IDEA Part B regulations in 34 CFR § 300.32 define PII as information that contains: o

+ The name of the child, the child's parent, or other family member;
+ The address of the child;

<A 1 identifi n

‘A e to
identify the child with reasonable certainty.

= Permit disclosure of PII without parent consent to officials of participating
agencies

- See IDEA and FERPA Crosswalk:

45
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HIPAA CONFIDENTIALITY

Enacted 1996, Health

Portability & A ility Act

+ Improve efficiency and effectiveness of health care system
+ National health care
+ Protect privacy and security of indivi i healthi

+ Protect health records and other PHI ( by
safeguards to protect privacy, setting limits and condmons on the uses ana disclosures without
patient authorization. Also gives right to examine and obtain copy of health records and to request
Corrections.

“Covered entities"

“Health care providers"”include institutional providers of health or medical services, such as hospitals,as
well as noninstitutional providers,such as physicians, dentists, and other practitioners,along with any other
pessoner organization that furnishes, bills, o is pald for health care in the normal course of business.

+ Covered ransactions are those for which the UsS. Depattment of Health and Human Services has adopteda
standard, such as health care claims submitted o a ealth plan

HIPAR DISCLOSURES & EMERGENCIES

- Permmed disclosures

for inati of health care and related services by
ey care p . ion between p , and referral of patients for treatment

= Disclosures to family, friends, others involved in individual’s care

= Disclosures to prevent a serious and imminent threat
« Health care providers may share anyone as necessary to prevent or lessen a seriousand
imminent threat to the health or safely ol the individual,another person, or the public - consistent with
applicablelaw (such as State statutes, regulations, or case law) and the pmwdexs standards of ethical

conduct. This Tudes the sharing of notes, which otherwise receive special
protection under the Privacy Rule. See 45 CFRS 164.508(a)(2).Thus, without a patient’s authorization or

disclose a patient’s h to anyone who isina
position to pxevem or lessen the harm, ily, friend

enforcement The HIPAA Privacy Rule expressly presumes the good faith of health care providersin their
determination of the nature and severity of the threat to health or safety and the need to disclose
information. See 45 CFRS 164.512().

e
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= HIPAA generally does NOT apply to an elementary or secondary school
= Either not a HIPAA covered entity

» Is HIPAA covered entity but maintains health i ion that are ion records”
under FERPA and not PHI under HIPAA

= However, if school provides health care to students in normal course of business
(e.g. health clinic), transmits PHI -> HIPAA duty

= See Joint Guidance: https://www.hhs.gov/sites/default/files/2019-hipaa-ferpa-
oint-guidance.pdf

Shhh...It's Not That Secret

‘©Ohio School Psychologists Association (OSPA) Ethics Training - Fall 2024 Conference.
Wednesday, November 6, 2024
5:00pm - 7:00pm | 2.00 Hours Contact Time in Ethics
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4732-13-04 REQUIREMENTS PERTAINING TO
OHIO BORRD OF PSYCHOLOGY SUPERVISION

= Ohio regulates the practice of psychology and school psychology through the = Relationship between supervisor & supervisee:

following: = (c) Statement on the limits of confidentiality, including the possible need to report certain
information according to law, and the supervisor's review of the client's progress;

* ORC 4732.01 Definitions
» ORC 4732.14 Registration of licenses = (viii) Ensure that fidential icati stored el cannot be
= ORC 4732.17 (A-D) Actions against applicants or license holders recovered and/or 1 by thorized p when the li disp

OAC 4732-3-01(B, C,Q,R,S)  Definitions
OAC 4732-5-01 Psychological procedures which create a serious hazard
» OAC 4732-5-02 Exemptions from licensure

of electronic equipment and data.

= These are available as the Oral Examination Manual:
https://psychology.ohio.gov/licensing-and-renewal/getting-licensed-sa/independent-
school-psychologist/oral-examinations/oral-examinations

51 52

= (c) A license holder shall store and dispose of
written, electronic, and other records of clients in
such a manner as to ensure their confidentiality.
License holders shall prepare in advance and
disseminate to an identifiable person a written
plan to facilitate appropriate transfer and to
protect the confidentiality of records in the event
of the license holder's withdrawal from positions
or practice.

(C) WELFARE OF THE CLIENT, EVALUEE,
AND ASSOCIATED PERSONS:

* (@) License holders in a treatment role with couples, families, or groups shall clarify with all
parties and document the nature of one's professional obligations to the various clients receiving
services, including limits of confidentiality and access to records.

* (8) Informed consent. A license holder shall accord each client informed choice, confidentiality,
and reasonable protection from physical or mental harm or danger.

:NEGLIGENCE.

= Each license holder shall report to the board on the
biennial registration (renewal) form the name,
address, and telephone number of a license holder
or other i person about
the location of the written plan for transfer and
custody of records and responsibility for records in
the event of the licensee's absence, emergency or
death. The written plan referenced in this rule shall
be made available to the board upon request.

+ (b) When a license holder is in an individual treatment role, there may be reason for a third party
to join one or more sessions for a limited purpose. The license holder shall document in the
record that the client or legal guardian has acknowledged understanding the purpose and need
for the third pan{tc be present and the circumstances and extent to which confidential
information may be disclosed to the third party. The license holder shall document that the third
party has provided an understanding that the individual is not a client, that there is no expectation
of confidentiality between the license holder and the third party, and that the third party shall not
have rights to access any part of the client's file (unless the client provides written authorization to
release specific confidential information). A license holder shall not render opinions or
recommendations to any person or emity, including but not limited to the client, any court,
attorney, guardian ad lifem, or other profeéssional concerning such third parties.
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(E) TESTING AND TEST
INTERPRETATION:

= (a) Alicense holder shall treat the results or interpretations
of ing an indivi as i i

information.

= (3) Test interpretation. Test scores, like test materials, may
be released to another person or an organization only in a
manner that adheres to the client's rights to confidentiality
as set forth in paragraph (G) of this rule.

(F) CONFIDENTIALITY

(I&Conﬁdennal information is information revealed by an individual or individuals or
erwise obtained by a license holder, when there is'a reasonable expectauon that it
was revealed or obtained as a result of the
md.\v)dual&& and the license holder. Such information is not to be disclosed by '.he
license holder without the informed consent of the individual(s).

. a ‘When rendering psycholoqlcal services as part of a team or when interactin %with
er appropriate professionals concerning the welfare of a client, a license holder may
share confidential information about the client provided that reasonable steps are taken
to ensure that all persons receiving the information are informed about the confidential
nature of the information being shared and agree to abide by the rules of
confidentiality.

= (b) When any case report or other confidential information is used as the basis of
teaching, research, or other published reports, a license holder shall exercise
reasonable care to ensure that the reported material is appropriately disguised to
prevent client or subject identification.

55
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(F) CONFIDENTIALITY (CONT'D)

* () Alicense holder shall ensure that no diagnostic interview or therapeutic sessions with a client are observed or
ctzonically recorded without first informing the client or the clients guardian obtaining and documenting written
Conaann fon s

* (d) Alicense holder shall limit access to client records and shall ensure that all persons working under his/her
authority comply with the requirements for confidentiality of client material.

* (8) A license holder shall contine to treat all information regarding a client as confidential after the professional
ip between the or school and the client has ceased.

() In a situation in which more than on s an appropriate interest in the professional services rendered by a
[ ense holdier to.n Glnt, the Tiounas holer & R B exbunt mossibie, ity 1o ol parties the dimensions of
and thalt shall pertain in the rendering of services.

- () Such clacitcation is i specificaly indicated, among other circumstances, when the client s an organization or when the
client has been refen

+ ) I sccord with paragraphs (C)(3) and (FY(E)c) of this rule, alicenso holder shall clarify with the individual receivin
(rvices egause Bra Hiri pasy solomral whets dex what conditions-inciuding costs, information or foedback will
B RIS 1 he tiviod) el aviog those Deyehoiogical sermses

+ (2) Protecting confidenialty of lients,In accordance with section ¢132.19 of the Revised Code, fhe confidentia relations
and communications between license holders and clients are placed urder the same umbrella of a privil
between physician and patient wnder division (B) of section 5317.03 of the Revised Code. The privilege is miended o
protect the interest of the client by encouraging free disclosure {0 the license holder and by preventing such ree Qisclosure
o others,

+ Thus, the client rather than the license holder holds and may assert the privilege.

o

(F) CONFIDENTIALITY (CONT'D)

* (a) Alicense holder shall not tesﬂ‘y ‘concerning a communication made to him/her by a client.
. The license holder may testify by express consent of the client or legal guardian or, if the client is deceased, 1e express consent of
7 gpousc or the sxechiof SeRminbalon i he cstae ofsudh decensed St If e Hhent Sty Jostica: toslioanss Hotdes may be
compe]\edw testify on the same subject; o i the client, the executor or administrator files  claim against the license holder, such filing shall
COmuRtite s waiver of e BrvSge whtk Soaard s e sSrviccs Sbow wHIE SomPIain 8 ade.

+ (&) Gourt decisions construing the seope of the physician-patient privilege, pursuant to section 2317.02 of the Revised Code, are
applicable to this privilege bétween the license holder and the client.

* {c)Alicenmo halder may dinclons onfidaniial information withcut he inlormed writen comsent of s ciont when ho Heansa
Rolder judges tha disclosure i necessazy to protect againat  clear and substantial - ent serious harm
client on himselt herself o on another person. i such case. the license holder may disclose the confidential
Informmatioh iy 16 Appropriate PUBLL AUhOriAs 1o Boramial vickim, peolossionat werkora. ncbr the Eomily of e et

* () Alicense holdor shall safeguard the confidental information obiained in the course of practice, teaching, rosearch,or other
professional duties. With the exceptions as required or permitted by statute, a license holder shall disclose confidential
Information to others only with the informed written consent of the client

. a_w) t the beginning of a professional relationship a license holder shall inform his/her client of the legal limits of confidentiality.
the extent that he clien! can understand, the license holder shall inform a client who is below the age of majority or who
When services are provide ¢ than one patient

alegal ?uaxdl of the limit the Jaw 1mposes on the right of contidentialy
or chien Groub) 2 licanse holder shal a¢

during a joint session (for example {0 a family or couple,or parent and child. o

beginning of the professional relationship, clarify to all parties the limits of confidentialit

57
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= (fMinor clients who are offered privacy as a means of facilitating free disclosure of
information shall be told by the license holder that the parent(s) and/or
guardian(s) have a right to access their records, unless otherwise prohibited by
court order, statute, or rule. The license holder shall document in the record this
disclosure to the minor client.

= (g) A license holder may release confidential information upon court order or to
conform with state or federal laws, rules, or regulations.

= (h) Alicense holder shall be familiar with any relevant law concerning the
reporting of abuse of children or vulnerable adults.

(H) TELEPSYCHOLOGY

= (ii) Potential risks to confidentiality of information due to the use of distance
technology;

= (7) Ensure that confidential communications stored electronically cannot be
recovered and/or accessed by unauthorized persons when the licensee disposes
of electronic equipment and data;

59

ER Merkle, PhD, EdS, NCSP

60

10



OSPA Ethics: Shh...It's Not THAT Secret (2.00
Hours)

Fall 2024
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devices and data entrusted to them.

STATE BOARD OF EDUCATION:

rosponsi presarvicng the digmity srd inteseity of the tom
eacticing the profossion according to the hi

o highest othical standards.

EDUCATORS (CONT'D)
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ing professian and for
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5. Confidentiality

STATE BOARD
OF EDUCATION:

An aducator is entrusted with information that could be misused to embarrass or
damage a student's reputation or relationsip vith others. Therslors, the educator has

sarves professional purposes, affocts the hoaith, safoty. and wollar of students

PROFESSIONAL
ot o L CONDUCT FOR
infarmation, femily status and/ar incame. OHIO

EDUCATORS
(CONTD)

Conduct unbecoming nchdes, s s ot ited 1, e foiing actiors

Operating Standards for the Education of
Chitdran with ias.

OPERATING STANDARDS FOR
THE EDUCATION OF CHILDREN
WITH DISABILITIES

(TITTANTUT NOATIINTD 1 2099
\LIILLILVL VLLLIIDLR 1, 4U60j
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RULE 3301-51-04 CONFIDENTIALITY

= (A) Each educational agency shall adopt and implement written policies and

the procedures of 34 C.F.R.300.610 to 300.628 , the Family Educational Rights and

as if it were named herein, and ensure protection of the confidentiality of any
personally identifiable information in regard to the collection, use, storage,
disclosure, retention, and destruction of that information

= (C) Notice to parents

the requirements to ensure that the school district, county educational agency comply
with this rule related to ing the ity of any p i ifi
information collected, used, or maintained under Part B of the IDEA.

procedures, approved by the Ohio department of education, office for exceptional
children, that afford parents the opportunity to ine records in ce with

Privacy Act of 1974, August 1974, (FERPA) and its regulations at 34 CFR, Part 99, and

* (1) The educational agency must give notice that is adequate to fully inform parents about

(M) CONSENT

+ (2) Except as provided in paragraphs (M)(2)(a) and (M)(2)(b) of this rule, parental consent is not
R S e TR D e ) S B S e Soming aomaies for
purposes of meeting a requirement of this rule and 34 C.ER. Part 300.

* {a) Parental consent, or the consent of an eligible child who has reached the age of majority under Ohio
aw, must be obtained before personally identiiable information s released 16 ofticials of participating
agencies providing or paying for transifion services in accordance with rule 3301-51-07 of the
istrative Code.

b) If a child is enrolled, or is going to enroll in a nonpublic school that is not located in the school
district of the parent's résidence, parental consent must be obtained before any personally identifiable
information about the child is released between officials in the school district where the nonpublic
school is located and officials in the school district of the parent's residence.

* (1) Each participating agency must protect the dality of personally i ion at collection,
storage, disclosure, and destruction stages.

* (2) One official at each ipating agency must for ensuring the dality of any
personally identifiable information.

« (3) All persons collecting or using personally identifiable information must receive training or instruction regarding
the policies and procedures of the educational agency under 34 C.ER. Part 99.

. S«:) Each participating agency must maintain for public inspection a current llsle of the names and positions of
those employees within the agency who may have access {o personally identifiable information.

(]

65

ER Merkle, PhD, EdS, NCSP

66




OSPA Ethics: Shh...

Hours)

It's Not THAT Secret (2.00

Fall 2024

(3) MEDIATION

= (vii) If the parties resolve a dispute through the mediation process, the parties must
execute a legally binding agreement that sets forth that resolution and that:

* (a) States that all discussions that occurred during the mediation process will remain
confidential and may not be used as evidence in any subsequent due process hearing
or civil proceeding; and

= (b) Is signed by both the parentand a ive of the
the authority to bind such educational agency

agency who has

» (x) No part of the diati i ion or may be electronicall
Discussions that occur during the mediation process must be confidential and may not
be used as evidence in any subsequent due process hearing or civil proceeding of any
federal court or state court of a state receiving assistance under the IDEA. The mediator
may not be called as a witness in future proceedings related to the mediation sessions.

)

(D) WRITTEN SETTLEMENT AGREEMENT

= (d) Written settlement agreement If a resolution to the dispute is reached at the
meeting described in paragraphs (K)(9)(a) (i) and (K)(9)(a) (ii) of this rule, the
parties must execute a legally binding agreement that:

= (i) States that all i that during the process shall be
confidential and shall not be used as evidence in any subsequent due process hearing or
civil procedure;

= (ii) Is signed by both the parent and a representative of the school district of residence
who has the authority to bind the district; and

« (iii) Is enforceable in any state court of competent jurisdiction or in a district court of the
United States

67
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(10) CONFIDENTIALITY REQUIREMENTS

= (10) Ci d find, and service
activities, the school district where the nonpubhc slchool is located mu;t bein
1]

Education Act, as amended ities Education L
Act of 2004, December 2004 DEA), and the Fanuly Educanon Rights and anacy Act of
1974, August 1974 (FERPA).

. t(h) If a child is enrolled or is going to enroll in a nonpublic school that is not located in
e school district of the parent's residence, parental consent must be obtained before
any personally identifiable information about the child is released between officials in
the school district where the nonpublic school is located and officials in the school
district of the parent's residence.

(b) The school district where the nonpublic school is located shall follow all the IDEA
e FERPA confidentiality requirements when serving children with disabilities
attendmg chartered and non-chartered nonpublic schools.

() HOUSING, FACILITIES, MATERIALS, & EQUIPMENT &
SUPPLIES FOR PRESCHOOL AND SCHOOL-AGE PROGRAMS

= (2) Each service provider must have access to an office or room space suitable for
private consultation or intervention; access to a telephone in an area where
scheduling, parent contacts, and confidential conversations regarding children can
be completed; and adequate office equipment including a locking file cabinet with
a key and supplies.

69
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(D) GENERAL REQUIREMENTS

= (3) Drivers and transportation aides must have access to appropriate information
about the child to the degree that such information might affect safe transportation
and medical wellbeing during transport. This information must be accessible in the
school transportation office and is confidential.

QHI0 SB 29:

NPTARTR 24 9024 (T
a7, auas

VulLUoLn y

HLERT)

= Education records & student data privacy:
» 149.43 and 3319.31 be amended and sections 3319.325, 3319.326, and 3319.327 of the Revised
Code be enacted

* 4 main sections
« Section I New public records exemption
* Section II: Licensure release of
« Section I their use of
« Section IV: Access or monitoring of student activity on school issued devices

. Prevwous to SB29, Ohio protected personally \dentlflable student information ursuant to O.R.C.
3319.. Ohio defines “educational records” r to the definition in the federal Family
Educatlonal Rl%hts and Pr\vacy Act FERPA), as records files, documents and other materials
hat contain information directly related to a student and are maintained by a school district
board of education or by a person acting for the school dlsmct
= Educational records do notinclude records in the sole school
personnel records, or records of an adult student that are ERE U by a professional prowémg
medical treatment to the student.

71
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= Sample NEOLA Records Numbers

= 8330: Student Records
« 8350: Confidentiality

= 0123: Code of Ethics / Code of
Conduct

= Be sure to review and be aware of
your Adopted Board Policies AND
Administrative Guidelines

Shhh...It's Not That Secret
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Wednesday, November 6, 2024
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BOUNDARIES (FUNICELLI & STAUS, 2024)

SOURGE: JICRICAN PSYCHOLOGIGAL ASSOCLATIQN APK DICTIONARY OF PSVCIQLOGT. BUNDART, VPDATED 9K 04/19/2018. HTTPS://DITIOARYIBA K6/ BOUDARY

= “In psychotherapy, an important limit that is usually set by the therapist as part of
the ground rules in treatment. Boundaries may involve areas of discussion or
physxca] limits, which are guided by ethical codes and standards. Respect for
daries by both the tt ist and client is an important concept in the
therapeutic relationship.”

= Proper limits of a professional relationship...trust and vulnerability of latter are not
abused

= Boundary crossing... harmless, non-exploitative, supportive of therapy.
= Boundary violations ... harmful ...

UETTTNATN
LILALULIVYLL

(FUNICELL

Treating multiple
family members

Custody/Divorced

DTl el Parent Situations

Social Media /
Confidentiality

Intrusive Client
Behaviors

Email / Text

75
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CHALLENGING BOUNDARIES
(FUNICELLI & STAUS, 2024, P 16-17)

= Personal Usage
» Communicating with friends/family
» Chat groups
= School alumni activities

= Professional
» Podcasts, blogs, LinkedIn

= Mixing Both Personal / Professional
= Personal and professional page on same platform, interwoven
» Comments open to clients
» Friending clients post discharge

CHALLENGING BOUNDARIES
(FUNICELLI & STAUS, 2024, P 18-19)

= Social Media
« Comply with HIPAA, state and federal privacy regulations
= Follow APA/NASP ethics code on confidentiality, advertising, public statements, as appropriate
- Consider not responding / acknowledging reviews
+ Or respond in a neutral manner

= Email / Texting
- Set expectations, practice policy
= Limit texts to cancel/confirm appointments
= Avoid detailed discussed through email
= Use encryption/secure email
- Expectations in response time
= Avoid personal/social texts

77
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+ Provide confidentiality training. This should include advice on not sharing
confidential information unintentionally - for example, through gossiping, or
with people outside of work.

+ Only share confidential information with those who have a reason to know.
The fewer people who know something, the easier it s to contain the
information.

- Use confi and with
employees, clients, and contractors to further Drotect your business. You
should use these legal documents whenever you have to disclose
confidential information to people outside your organization. (These
agreements should be drawn up by a lawyer)

- Where appropriate, have a confidentiality policy that describes what
information is considered confidential, and which outlines how to manage
and share within th It can also define
when confidentiality can be broken. This typically includes situations where
there is a legal obligation to disclose information, when a criminal act has
been committed, or when someone’s health and safety is in jeopardy.
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a cross-cut shredder, or by destroylng old computer hardware. (Be aware that computer
equipment that is "thrown away" may be salvaged rather than being sent to landfill.)

- Restrict the ablllty to view, remove, or copy confidential information. In a computerized
environment, it's very easy to access and disseminate information. Encrypt highly sensitive

are different levels of encryption - some can be compromised quickly, while others are more
secure. (Ask you IT department for help if you need to know more.)

« Stamp documents "confidential” if required. (But don't overuse this practice, as people then
mightignore it.)
of the keys, ask former employees to return their keys, and update access lists regularly.

- Require people who leave their employment to return all documentation and material to the
organization.

- Require the proper disposal of sensitive information: for example, by shredding documents with

information. Use passwords to protect and limit access to information. Also, be aware that there

-+ Secure physical information and files using a lock and key or a safe. Be sure that you keep track

GOSSIP IN WORKPLACE

+ Gossiping can destroy

= It erodes trust and can create a hostile work environment -> Disrespect
- Harms f work site > site

« All of us share responsibility to create a healthy work environment =
productivity, teamwork, and collective success

- Working in a central office and Administrative building s a privilege
and affordsaccess many staff do not have

- “Don’tlistenif you can’tact.”

+ Handling gossip situations:
+ Setclear expectation:gossip isn't acceptable

- Address i promptly & directly with
people
- Promote teamwork & collaboration

- Foster a positive work
teamwork

respect, ionalism, and

81
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Shh! It's Not That Secret

WRHPPING UP
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©Ohio School Psychologists Association (OSPA) Ethics Training - Fall 2024 Confel
jednesday, November 6, 2024
5:00pm - 7:00pm | 2.00 Hours Contact Time in Ethics.

SESSION
EVALUATION
OR CODE:
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THANK YOU FOR
ATTENDING. ..

Erich Merkle, Ph.D., Ed.S., NCSP

Mobile: (330) 388-6982

Email: erich@ospaonline.org
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